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1. Obmue nonoxenns
Hacrosimee [Ilonoxkenue onpenenser TtpeboBanus mno obecneyeHH0 ©6€30MacHOCTH aBTOMATH3MPOBAHHOMN
uHhOpMaLMOHHOM cucTeMbl (nanee - AUC) nomkoneHOro o6paszoBaTebHOrO yupexaeHus (aanee — Oneparop).
AHUC npencragnser coboii IT-cucremy, mpeaHasHa4eHHYIO 1A aBTOMATH3alMH MpPOLECCOB (GOPMUpPOBAHHA,
06paboTku 1 aHanu3a HHGOPMALIMK 110 OCHOBHBIM HANpaB/IeHUAM AesTeabHocTH Oneparopa.
OcHoBHbIMH (yHKIHOHANBHBIMH Bo3MOxkHOCTAMH AMC Oneparopa aBnstoTcs:

. (bopmupoBaHue, XpaHeHHe 1 OOHOBJIEHHE CBEIIEHHIT O CTPYKType nojpasaeneHu#, rpynn Oneparopa;

. (opMHpoBaHHe, XpaHeHHe ¥ OOHOBIEHHE CBEIEHHH O MEeJarorHyecKOM COCTaBeé M MHBIX COTPYAHHKaX
nozpasaenenuii Onepartopa;

. (opMupoBaHMe, XpaHeHHe W OOHOBIeHHe cBefeHMH 00 MHAMBHAYaIbHBIX IUIaHaX paGoThI
1e1droruyeckoro cocTana,

. (bopmupoBaHKe, XxpaHeHHe W OOHOBJIEHHE CBeJleHHit 00 yueOHOM Iu1aHe M MHBIX IU1aHax OnepaTopa;

. (opMHpOBaHKe, XpaHeHHe 1 OOHOB/IEHHE CBEIEHHI O Harpy3Ke MeJarorH4eckoro cocTasa;

. (dopmupoBaHHEe, XpaHeHHe W OOHOBIIEHHWE CBeJEHHI O Hay4yHOH M yueOHO-METOAMYECKOH JHTepaTrype

(MeToguMueckue pekoMmeHaauWH, y4yeOHble nocobus, MoHorpaduu, myOnukauuu, WHOe), BKIIOYas pa3paboTKH
Mearoruyeckoro cocTasg;

. (dopmupoBaHKe, XpaHeHHe H OOHOBJIEHHE CBEJICHHH O BOCITMTAHHHKAX M HX 3aKOHHBIX MPEACTABHTEAX;
. dhopmupoBaHue, XpaHeHHe W OOHOBJIEHHE CBEIEHHH O pe3y/ibTaTax 00pa30BaTe/IbHOIO MpoLecca;

. aHasMTHYecKas oOpaboTka HH(OpMaIHK O MPOBeAeHHH 00pa30BaTeIbHOrO MpoLecca.

B kavectBe mHpopmaumu, nognexawei sawure B AC OnepaTopa, paccmaTpHBarOTCA:

. NepCOHAIbHBIE JaHHbIE [1earorHueckoro cocTaBa H MHbIX COTPYIHMKOB;

. NepCOHAJIbHBIEC JAHHBIE BOCTHTAHHHKOB, B TOM YHCJIE H JaHHbIe 00 HX 3aKOHHBIX MPECTABUTENAX;

. NepCOHabHbIe JaHHbIE COTPYIHHKOB 8 JMHHHCTPATHBHO-XO3AHCTBEHHBIX MOPa3ie/ICHHUIA.

OCHOBHBIMH TpYIIaMH YIpo3, Ha MPOTHBOCTOAHHE KOTOPbIM HAMpAaBJEHbI LW U TpeboBaHHS 0€30MacHOCTH,
SABJIAKOTCA:

. Yrpo3bl, CBS3aHHbIE C OCYLUECTBIEHHWEM HECAHKUHOHHPOBAHHOIO JOCTyNa (O3HAKOMJIEHMA) C
uH(OpMaLIKel, colepiKalleid CBeleHHs O IePCOHANBHBIX [aHHBIX PabOTHHKOB M BOCIMTAHHHKOB, MPH €€
00paboTKe M XpaHeHHH,;

. Yrpo3bl, CB3aHHbIE C HECAHKLMOHMPOBAHHBIM KOMWPOBaHHWEM (XHMILEHHeM) HH(OpMaLMH, coaeprKalleH
CBEJICHHS O MEePCOHANIBHBIX JAHHbIX PAOOTHUKOB U BOCIIHTAHHHKOB;

. yrpo3bl, CBA3aHHBIE C OCYIIECTBJIEHHEM AOCTYMa K MH(QOpMAaLMH, CoieprKalliel CBEIeHHs O NMEePCOHABHBIX
JaHHbIX paGOTHMKOB W BOCIUTAHHMKOB, €3 paspelueHus Ha To ee Biajesbla (Cy0beKTa nepcoHabHbIX JaHHBIX);

- yrpo3bl, CBsAi3aHHble ¢ HapylleHHeM TopslKa NOCTyma K HH(pOpMaLMM, COAEpiKalleH CBENEHHS O
epCOHABHBIX JaHHBIX PAOOTHHKOB M BOCTIMTAHHHUKOB, NEPe1aBacMOH 3aHHTEPECOBAHHBIM JIHLIAM;

. yrpo3bl, CBS3aHHBbIE C MEPeXBaTOM MHQOPMALMH, colepiKallel CBEJEHHA O MEPCOHAIBHBIX IaHHBIX

pabOTHHKOB M BOCIIMTAHHHKOB, W3 KaHAIOB TeEpeNavyd NaHHBIX C MCMONb30BAHHEM CHELHATH3HPOBAHHBIX
MPOrpaMMHO-TEXHHYECKHX CPEJICTB;

. yrpo3bl, CBA3aHHbIE ¢ noTepei (yrpaToi) HHOOpMaLHH, coaepKalled CBEAEHH O MEPCOHAIbHBIX JAHHbIX
paGOTHHUKOB W BOCIIMTAHHHKOB, BCeACTBHE cOoeB (0TKa30B) NPOrpaMMHOIO M annapaTHoro obecrne4eHus;

. yrpo3bl, CBA3aHHbIE C BHEAPEHHEM KOMIBIOTEPHBIX BHPYCOB M JIPYroro BPEJOHOCHOrO MPOrpaMMHOIO
obecneveHus; £

. Yrpo3bl, CBA3aHHBIE C OCYIUECTBJIEHHEM HECAHKUMOHHMPOBAHHBIX HH(POPMALMOHHBIX BO3AEHCTBHH
(HampaBleHHBIX HA «OTKa3 B OOCTY)XMBAaHMH» I CEPBHCOB, MOAM(PUKALMIO KOH(QMIYpPALMOHHBIX [aHHbIX
POrpaMMHO-aNNapaTHbIX CPEACTB, NoAGOp ayTeHTH)HKALMOHHON HHOPMALMH U T.IL.).

L ]

@yHKUMOHANbHbIE TpeOoBaHHsA 6€30MacHOCTH OXBATHIBAIOT:

. TpeGOBaHHA K OCYLIECTBICHHIO ayaAuTa 6€30MacHOCTH,

L TpeboBaHus K 00ecneyeHuIO MOTMHHOCTH Cy0BeKTOB 06MeHa HH(OpMaLIKeii;

o TpeGOBaHMA K KpHITOrpadUuecKoi noaaepKKe;

. TpeGoBaHus K 3awure MHGOPMALUH, colepialleli CBeJeHHA O MEePCOHANbHBIX JaHHBIX PaOOTHHKOB H
BOCIMTAHHHKOB,

. TpeGoBaHMA K HACHTH(UKALMK ¥ ayTeHTHQHKaLuy nonab3osarened AUC;

. TpeGoBaHKA K YIIPaBIeHHIO 6€30MacHOCTBIO;
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TpeGoBaHUs K 3alUUTe CHCTEMbI 0€30MacHOCTH.

<

2. Ocnognsie ynkyuonanvrsle éosmodcnocmu AHC, céasannsie
¢ obecneyenuem bezonachocmu (3auqumoii ungopmayun)

2.1. 3amuTa JAHHBIX N0/1b30BATENH
AUC nomkHa OCYLIECTBIATh QYHKUMH M MOJMTHKY HW30MpaTeNbHOro (IHMCKPELMOHHOIO) YMpPaB/IeHHA JAOCTYTIOM.
U3GuparenbHoe yNpaBieHHe JOCTYNOM JO/DKHO MPENOCTaB/IATh BO3MOXKHOCTh OrpaHHYMBaTh M KOHTPOJIHPOBATh
JOCTYI K CHCTeMe M K MH(OpMaLIMK, coiepikalieii CBEIEHHA O MEePCOHANbHBIX NaHHBIX.
Kaxapiii [lonp3zoBaTens, ‘neiTalomuiics nomyyute goctyn k AWMC, cHavana J0/DKeH MPOXOAMTH MPOLEAYPY
MIEHTH()HKALMK ¥ ayTeHTH(HKALIMH, a 3aTeM, NP MONbITKAX MOMyYeHHs ZOCTYNa K aKTHBaM, — aBTOPH3ALMIO, T.e.
poBepKy paspelueHuii [Tonb30BaTes1s N0 OTHOLIEHHIO K KAKOMY-/THOO0 3aIUHIIAeMOMY aKTUBY.
B AMUC poctyn k MHGOpMAaUMH AO/KEH ObITh paspelleH TOJIbKO YMOJHOMOYEHHBIM Ha 3T0 [losnb3oBaressiMm.
Mopens 3amutsl AUC no/KHa BKIIOYATH KOMIOHEHTHI, KOTOpbIE PEaIH3YOT KOHTPOJbL CyOBEKTOB H0CTYIa,
NelCTBHH, MpeANPHHUMAEMBIX KOHKPETHOMN CYIIHOCTBIO MO OTHOIIEHHIO K 00BEKTY 10CTyma.
Kaxnpiii o6bekT aocryna, npeacrasieHnbii B AUC, pomkeH ObiTh OJHO3HAYHO acCOLMMPOBaH ¢ HAabOpOM
aTpubyTOB 6E30MacHOCTH, ONpeneNsIoWMX Oe30macHoCTb 3alMiaemMoro obvekra. auubiii HaGop atpubyTos
NoMmKeH (OPMHPOBATHCS JIPH CO34aHHH OOBEKTa M BIMOCIEICTBMH MOXET MeHATbCA. M3MeHeHHe WX 3HaueHHH
10IBKHO GbiTh 0GecriedeHo Tonbko [Tosb3oBaTensM, HMEIOLIMM CTaTyC Biajenblia oObeKTa, a Takke cyObeKkTam,
KOTOPBIM MPEAOCTABIEHb! COOTBETCTBYIOIIHE MOJTHOMOYHS.
[lpaBa goctyna cyOBeKTOB K OOBEKTY NO/KHBI OMPENENAThCS MOCPEACTBOM CIHCKA YMNPAaBJIeHHA JOCTYIOM.
CrMcok ympaBjieHus: AOCTYNOM JO/DKEeH BKJIIOHATh MEpedyeHb MOJb30BaTeNied, KOTOPBIM paspelleH AOCTYN K
00BeKTY, a Takke HabOp JOMYCTHMBIX Hal 00BEKTOM JIEHCTBHIA.

2.2. AyauT cobbITHI Ge30macHOCTH
AWUC pomkna obecrieunBaTh HabOp CpPEACTB ayauTa, NpeIHA3HAYEHHBIX Ui MOHMTOPHHTA M OOHApYXEHHs
HeJ)KeaTe/bHbIX ycnonun KOTOpbIE MOTYT BO3HUKHYTb, a TakoKe COOBITHH, KOTOPbIE MOIYT MPOH3OHUTH B CHCTEME.
MOHHTOPHHT OTHOCAIIMXCA K Ge30MacHOCTH COOBITHI MODKEH [O3BOJATH OCHApY)KMBAaTh HapyLUHTENei
6e30MacHOCTH, @ TAK)KE BBIABJIATH MONBITKH HECAHKUMOHHPOBaHHOTO JocTyna K AMC win nocTyna K 3aliMiIaeMoi
uHpOpMaLmK. B 4acTHOCTH, ONpezenss MOJTHTHKY ayaHuTa, yNoIHOMOYeHHbIH anmunucTtpatop AUC nomken nMeTh
BO3MOKHOCTB OCYLUECTB/IATH ayIUT TOJNBKO HEOOXOAMMBIX THIOB COOBITHI 6€30MacHOCTH, TaKHX KaK HeyJa4yHbIe
MOMBITKH MOAKTIOYeHHs nosb3oBateneii k AMC. 3anuch pe3ynbTaToB ayaura coObITHI 6e30macHOCTH HOJ/DKHA
OCYLLECTB/IATBCA B JKypHaJIbl perucTpaliy coObITHI ayInTa, JOCTYN K KOTOPOMY AOJDKEH ObITh paspelueH TOMBKO
yronHoMoueHHoMy aamunuctpatopy AMC. IIpocMOTp JKypHaloB perkcTpauuH COOBITHH ayauTa AO/DKEH
BBINOJIHACTCS ¢ Mcrnonb3oBaHHeM cpenctB AUC (crenuani3sHpoBaHHBIX HHCTPYMEHTANIbHBIX CPeAcTB). [laHHbIE
CpescTBa MO/DKHBI TPEAOCTABIATE BO3MOXKHOCTH MOHHTODHHTA M PErMCTpaLd TOJBKO TeX COOBITHH ayaWTa,
KOTOpBIE Y/IOBNETBOPAIOT 3aJAHHBIM KPHTEPHSM, YTO TO3BOJHT OTPAHHYHTL O0BEM NAHHBIX, COOMpaeMBIX O
coObITHsX 0€30MacHOCTH.

2.3. Unentudukannsa U ayTeHTHGHKANHS
AWUC nomkna TpeGoBath, u4ToObl BCe CYOBEKTBI JOCTYyNa YHHKQIbHO  HAEHTHQHUMPOBAIHCH M
ayTeHTHQHUMpoBaauch npu goctyne Kk AMC ¢ nomouipio BBOAa MAEHTH(HKATOPA H MAPOJIA. WUnentndukauus u
ayTeHTH(OHKALMS JIOJUKHBI OCYUIECTBIATBCS AO BBINOIHEHHsA CyObeKToM AocTyna kakux-nubo pedcrsuii. AMC
JIO/DKHA ToaepkuBaTh ayreHTHuKauuio lonb3oBareneii BMecTe ¢ ux aBropusauued. IIpesycmarpupaercs, uto
aBTOPH3ALIUS HonbaoBanfeﬁ NpeACTaBIseT Ha4dalbHbIH YPOBEHb I/ pa3spellieHHs AOCTyna K JIOKaJbHBIM H
CETeBBIM pecypcam.
AWC nomkHa obecrieuuBaTh XpaHeHHe mnaposneii B mpeoGpasopanHoM ¢opmarte. AUC no/mkHa MpenocTaBiIATh
cpencTBa yCHIeHHMsi Ge30nacHOCTH Tnaponeif 4epes MCMO/Ib30BAaHHE MEXAHW3MOB, MO3BOJIAIOLIMX ONPEAETHTL
MHHHMAIBHYIO JIMHY, BpeMs AeHCTBMS (MHHMMAIBHOE M MaKCHMallbHOE), 3a1aTh TpeGoBaHWE YHHKAIBbHOCTH
(HEMOBTOPAEMOCTH) M BpPeMs CMEHbI I1apoJisl.
AMNC nomkHa npeaocTaBiaTh MeXaHH3M OJOKMPOBaHMsS YYETHOH 3alMCH [10/1b30BaTels MOC]E ONPENesICHHOro
KOJIMYECTBA MOMBITOK BBOJA HENPAaBWILHOTO MMEHHM W/WIM Napois TMonb3oBaTens 10 ee pa3bIoKHpOBaHMs
agmunncTpatopoM AHMC uaM no MCTeYeHHH BpeMeHH NeiCTBH, 3aJaHHOTO U1 CYeTYHKA OIOKHPOBKH.

2.4. 3amuTa cHCTeMbl 0€30MaCHOCTH
AUC nomKHa TPeoCTaBIATE Pl BO3MOXKHOCTEH M1 obecrieyeHHs 3alluThl cucTeMbl Ge3onacHocTH. M3o/auus
MPOLIECCOB M TOIEpIKaHHUS JOMeHa Ge30MacHOCTH IOJKHBI obecrieunBaTh Ge30nacHoe BBINONHEHHE (YHKLMH
cuctembl OesomacHocth AMC. B03MOXKHOCTb OCYLIECTBIEHHA MEPHOAMYECKOr0 TECTHPOBAHHMA  CPE/bI
dynkumonnpoanus AVIC (annaparHolf 4acTu) H COGCTBEHHO caMHX (YHKUMHA CHCTEMBI Ge30MacHOCTH AHC
NO/KHO ofecrieunBaTh MOANEpkaHHe yBepeHHOCTH aamuHucTpatopa AUC B LENOCTHOCTH H KOPPEKTHOCTH
(yHKUHOHMpOBaHHs QYHKUHH cHCTeMbl 6€30MacHOCTH.
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3. OcHoeHble YHKUUOHANbHbIE 803MONCHOCHIU ROGLINICHUA HAOEHCHOCHIU

AUC pomkHa oGecrie4dBATh HANEKHYIO 3ALUMTY AAHHBIX OT HENpPEABHAEHHBIX COOEB WM OTKA30B CHCTEMB,
obecneunBas clieyrOLMe BO3MOXKHOCTH M0 MOBBILICHUI) HAJEKHOCTH.

3.1. PezepBHOE KONHpPOBAHHE JAHHBIX
B AHUC nomiHel BXOAMTH CTaHJApTHbIE CPeJCTBAa NPENOTBPALLEHHs NOTEPH JAHHBIX W MX BOCCTAHOB/IEHHS B
cayyae BO3MOXKHBIX cOoeB. HMmelomuecs cpeicTBa pe3epBHOTO KOMHPOBAHHMS [JOJDKHBI IPEJOCTAaBIISATH
[Tonp3oBaTensM BO3MOMHOCTb BbIOOpa pa3MYHBIX CTpaTerHii pe3epBHOrO0 KOMHMPOBAHMSA, O0GeCIeuMBAKOIINX
HeoOXOAHMMBIH YpOBEHb 3alIMThl JAHHBIX B Cly4ae BO3HHKHOBeHHs cOoeB B paboTe CHCTEMBI, NPH 3TOM
[Tonb3oBaTenaM JO/DKHA NPEJOCTABIATLCA BO3MOXHOCTb BBITIOJHEHHSA PE3ePBHOTO KOMHPOBAHHA INAHHBIX Ha
HeCbeMHble U ChbeMHbIe YCTPOHCTBA XPaHEeHHS.

3.2. BoccraHoB/IeHHE CHCTEMBI
DyHKUMOHA/IbHbIE BO3MOMKHOCTH BOCCTAHOB/IEHHMS CHCTEMbl NOJDKHBI MO3BONATh Bo3Bpamwate AUC B cocrosiHue,
npeawecteytowee cbor. Ilpu stom B AUC He nomkHO npoucxoauTe noTepd (MO0 MOTepH MOIDKHBI OBITH
MHHHMMAaJIbHBI) U HCKQXKEHHA JaHHBIX.

3.3. Cpeacrsa aJMHHHCTPHPOBAHHS, YIPABJIEHHH H NOAJEPKKH
B cocrae AUC nomkHbl ObITE HHTErpUPOBaHBI rpaHMuYeCKHE CpeACTBAa aAMHHHCTPHPOBAHHA W/HWIH YTHIIHTBI
KOMaHAHOH CTpokH, obecneunBaromue 3ppeKTuBHOE noaHomaciutabHoe M rubkoe ympaBneHHe (B TOM 4HCIe
MOHHTOPHHT). .

4. Cpeoa bezonacrnocmu AHC

4.1. Moaesn yrpo3, xapaktepHasie s AHUC

4.1.1. OcymiecTBI€HHE HECAHKLIHOHHPOBAHHOTO 03HAKOMJIEHHS C NEPCOHAIBHBIMH JaHHBIMH PabOTHHKOB H
BOCITUTAHHHUKOB.

HeTOUYHHKH Yrpo3bl — BHELIHHIA 3710yMBILIJICHHHK.
Cnoco0 (MeToa) peantn3aniu yrpo3bl — epexsaT HHQOPMALIMH H3 KaHAJIOB Mepeayy JaHHbIX C HCIIOIb30BaHHEM
CreLHaIM3HPOBAHHBIX ITPOrPaMMHO-TEXHHYECKHX CPEICTB.
Henonb3yembie yA3BHMOCTH — BO3MOXKHBIE HEJOCTATKH MEXaHH3MOB 3alllUThl HHGOPMALIHK [P ee nepejaye rno
KaHaJlaM Nepeaavyy JaHHbIX, CBA3aHHbIE C BO3MOXKHOCTBIO HECAHKLIHOHHPOBAHHOTO O3HAKOMJIEHHS C TepeJaBaeMoi
HH(popMaLMeli TPeTbUX JIHLI.
Bua undopmanuu, NoTeHIHAJILHO NOJABEPKEHHOH Yrpo3e — NepCcoHaIbHbIE AaHHbIe PaGOTHHKOB H
BOCITHTAHHHUKOB.
Hapymaemoe cBoiicTBO 0€30nacHOCTH — KOH)HIEHLIHATIBHOCTb.
Bo3mozkHbIe NOC/IeCTBHS PeaH3alHH YIrPo3bl — HAHECEHHS MOPAILHOTO W/WIIH MaTepHalIbHOTO yuiepba juiy,
(burypupymoliemMy B rnepexadeHHoH HHpopMauuu. HaHeceHHe KOCBEHHOrO MaTepHabHOTO yiuepba
o0pa3oBaTeIbHOMY YUPEXIAeHHIO.

4.1.2. OcylmecTBIEHHe HeCAHKLIMOHHPOBAHHOTO O3HAKOMIEHHSI C TEPCOHATBHBIMH JAHHBIMH PaGOTHHUKOB H
BOCIMHUTAHHHUKOB M WX MOAH(DHKALHA (B TOM YHCIIE TIOJMEHA).
HCcTOMHHKH Yrpo3bl — BHELIHHH 3/10yMBILIEHHHUK.
Cnoco6 (MeTox) peasiH3alHH Yrpo3bl — NepexBaT HHGOPMALIMK W3 KaHAJIOB Mepelady JaHHbBIX ¢ HCTIOIb30BaHHEM
CTeLMATH3HPOBAHHBIX MPOrPAMMHO-TEXHHYECKHX CPEACTB; MOAU(HKaLHs (B TOM YHCIIE MOAMEHA) NepeXBaYeHHOM
WH(hOpPMaIMK M HaBA3BIBAHHE JIOKHOH HHpOpMALIUH.
Hcnoab3yemblie yH3BHMOCTH — HEIOCTATKM MEXaHH3MOB 3alUMThl HHOPMALMHU [IPU ee nepejaqe 10 KaHajiam
nepeaady JaHHBIX, CBA3aHHBIE ¢ BO3MOXKHOCTBIO HECAHKIIMOHHPOBAHHOIO O3HAKOMJIEHHS U MOJH(HKALIKMH (B TOM
4Hclie MoIMEeHbI) nepeaaraeMoit HHGOpPMaLHH.
Bua nadopMannn, NOTeHIHAJLHO MOABEPKeHHOH Yrpo3e — NepCoHaJbHBIE AaHHbIE pa0OTHHKOB H
BOCIMHTAHHHKOB,
Hapymaemsie cBoiicTBa 6e30nacHOCTH — KOHQHICHIHATBHOCTD, LEOCTHOCTb.
Bo3moskHbIe MOC/IEICTBHS PeaiM3allHH YTPO3bl — HAHECEHH MOPAIbHOTO W/HJIM MaTepUaIbHOrO yiuepba Ly,
¢urypupyolieMy B nepexsaueHHON HHGOpMALMHU H3-33 HECAHKLIMOHMPOBAHHOT'O PACKPHITHA KOH(DHISHIMAILHON
MH(OPMALIMKM HITH PaCTIPOCTPAHEHHs PACKPBITHIX JaHHEIX. HaHeceHHe KOCBEHHOTO MaTepHaIbHOTO ymepba
JOLIKOJIbHOMY 00pa30BaTeIbHOMY YUPEKIEHHUIO.

4.1.3. Hapyuienue JOCTYNHOCTH, yTpaTa WK HCKaXEeHHE NPEeI0CTaBIAseMBIX MIEPCOHATBHBIX IaHHBIX
pabGOTHHKOB H BOCITMTAHHMKOB BCJeACTBHE cOOEB (0TKAa30B) MPOrpaMMHOrO M anmnapaTHoro o6ecrneyeHus.
HcrounuKH yrpo3sl — NporpaMMHOe U annapaTHoe ofecrnedyeHue.

Cnocod (MeToa) peajH3alHH Yrpo3bl — cO0H (0TKa3bl) NPOrpaMMHOIO H annapaTHOro o0ecrneueH .
Hcnosnb3yembie yA3BHMOCTH — HEJJOCTATKH MEXaHH3MOB o0ecreyeHHs JOCTyNHOCTH TpeGyeMoit HHpopMallHH,
CBA3aHHbIE C BO3MOJKHOCTBIO GJIOKHPOBaHHSA MpeJOCTaBleHHs HHPOPMALIMK Ha HEJOMYCTHMOE BPeMS.

Bua undopmanuu, noTeHIHAJBLHO NOABEPKEHHOH Yrpo3e — nepcoHaibHble JaHHbIe pa0OTHHKOB U
BOCIMHTAHHHKOB.

Hapymaemoe cBoiicTBO 6e300aCHOCTH — JOCTYNHOCTb, JOCTOBEPHOCTb.

Bo3MoKHBIE NOCIEACTBHN PeaJH3alHH Yrpo3bl — HAPYILIEHHE CO CTOPOHBI 00Pa30BaTENbLHOTO yUPEeXKICHHA



B3ATEIX Ha cebs 006a3aTe/beTB Mo 00paboTke MepCOHATBHBIX NaHHBIX PAOOTHHKOB H BOCIIMTAHHHKOB M MOXKET
MPHUBECTH K MPAMOMY WJIH KOCBEHHOMY MaTepHasibHOMY yiiepOy AOKOMIbHOMY 06pa3oBaTe/ibHOMY YUPEKACHHIO.

4.1.4. HapylueHHe COrlaCcoBaHHOCTH [JaHHBIX B IEPCOHAIbHBIX JaHHBIX PA0OTHHKOB M BOCTIHTAHHHKOB
BC/1eACTBHE c60eB (OTKAa30B) MPOrpaMMHOIO M annapaTHOro obecreyeHns, a Takke olHOoK nepcoHaa
JIOLIKOJIBHOrO 00pa30BaTebHOrO YUPEKASHH.

HCTOYHHKH YIPo3bl — IPOrpaMMHOE H armnapaTHoe o0ecrneyeHn e, NepcoHa A0KONILHOro 06pa3oBaTebHOro
YUPEKACHHS.

Crioco® (MeToa) peajn3anuu yrpo3bl — c6ou (0TKa3bl) MPOrpaMMHOro obecriedeHHs W OMOKH nepcoHana
JOLIKOJBHOrO 00pa30BaTEIbHOrO YUPEIKACHHA.

Hcnobiyemble yA3BHMOCTH — HEOCTATKH MEXaHH3MOB 00€CreueHHs CoracoBaHHOCTH AaHHbIX B Bl AHC,
CBA3aHHbIE C BO3MOYKHOCTBIO HAPYLUIEHHs COrJIaCOBAHHOCTH.

Buj mEGOpMANHH, IOTEHIHAILHO IOABEPKEHHOH Yrpo3e — IepCcoHabHbIE JaHHbIE PA0OTHUKOB 1
BOCITUTAHHHKOB.

Hapymaembie cBoiicTBa (€30NACHOCTH AKTHBOB — JI0CTOBEPHOCTB, LIEJIOCTHOCTS.

B03MoKHBIE MOCIEICTBHSA PEATH3ANHE YTPO3bI — PACCOMIACOBAHHE B EPCOHANBHBIX IAHHBIX pa0OTHHKOB H
BocrMTaHHMKOB, XpaHuMbIX B BJI AHIC, uTo, B CBOIO OY€pe/ib, PUBENET K BO3MOXKHOMY HaHECEHHA MOPAJIbHOTO
W/WIK MaTepUaIbHOTO Yiepba NOoLKOALHOMY 00pa3oBaTe/IbHOMY YUPEIKACHHIO.

4.1.5. OcyuecTBieH#e J0cTyna (03HaAKOMJIEHHS) C MePCOHATIbHBIMM JaHHBIMH BOCITMTAHHHKA, XPaHHMbIMH H
o6pabareiBaembiMu B AUC, 6Ge3 cornacus cyObeKTa NepCoHaIbHBIX JaHHBIX (3AKOHHOIO NPECTAaBUTEIA) HIIH
OKOHYaHHA CpOKa IeHCTBUA TAKOrO COIMacHs.

HCcTOYHHKH Yrpo3bl — YIIOMTHOMOYEHHBIE HA JOCTYII K [IEPCOHAIBHBIM AaHHbIM BHYTPEHHHE H BHELIHHE
MOJIb30BATEIH. co

Cnoco6 (MeToa) peanu3anuy yrpo3bl — OCYLIECTBICHHE A0CTYNA K NePCOHATBHBIM JJaHHBIM BOCITHTAHHHKOB C
HCIIONB30BAHMEM LUTATHBIX CPEICTB, MPEAOCTABAAEMbIX IPOrpaMMHo-anmapatHbiM obecrieuenrem AKC.
Hcnosib3yemble yA3BHMOCTH — HEJOCTATKM MEXAHH3MOB 3aLUMTHI NIEPCOHATBHBIX AaHHBIX 00yudarowerocs,
CBA3aHHBIE C BO3MOKHOCTBIO 0CTYNa K HUM Ge3 MHCBMEHHOTrO coracus Cy0beKTa NepcoHaIbHBIX AaHHBIX HIIH
nocJjie OKOHYaHHs CPOKa ero NeHCTBHA.

Bua nadopmanuu, NOTeHIHAILHO NOABEP/KEHHOIl yrpo3e — NePCOHaIbHbIE JaHHbIE BOCIIHTAHHHKOB.
Hapymaembie cBoiicTBa 6e30MacHOCTH — KOHQUICHIHATBHOCTb.

Bo3moskHbIe NOCIEACTBHASI PeAIH3AlUMH YIPO3bl — HECAHKLIMOHMPOBAHHOE O3HAKOMIICHHE C NEPCOHATBHBIMH
JIAaHHBIMH BEJIET K HAHECEHHIO MOPAJIBHOTO H/WJIH MaTepHabHOro yuepba oby4aroiemycs us-3a
HEeCAHKLIMOHMPOBAHHOTO PACKPBITHS KOH(PHASHIHAIBHONH HHDOPMALIHH.

4.1.6. BHeapenue B MHQOPMALMOHHYIO CHCTEMY 00pa30BaTENbHOrO yYPEeKACHHA BHPYCOB U APYroro
BPEIOHOCHOTO MPOrpaMMHOro o6ecreyeH s Npy B3aHMOACHCTBHH C BHELIHHMH CHCTEMaMH, a Takke
[10JIb30BATEIIAMH ¢ HOCUTeJ el HHPOPMaLMK, HCIIOJIb3yeMbIX Ha aBTOMATH3HPOBAHHBIX pabo4HX MecTax.
HCTOMHHKH Yrpo3bl — BHyTPEHHHE M0/1b30BaTe/H H MEPCOHaN AOLIKOIBHOr0 00pa3oBaTebHOTO Y4PEKICHH,
BHEIIHHE CHCTEMBI.

Cnoco0 (MeToa) peajin3alliH Yrpo3bl — BHEAPEHHE BUPYCOB H IPYroro BpeIOHOCHOr0 MPOrpaMMHOro
obecrneueHus npy B3aMMOAEHCTBHH C BHELHAMHU cHcTeMaMH ((aiinoBeiii OOMeH, 3/IeKTPOHHAsA NOYTa H T..), &
TaKIKe MPH HCTIONb30BAHHH ChEMHBIX HOCHTENeH HHPOPMALIMK Ha aBTOMATH3UPOBAHHBIX PabOUYHX MeCTaXx.
Hcnoab3yembie YS3BHMOCTH — HEOCTATKH MEXAHH3MOB 3allMThl HHYOPMaLMOHHOH CHCTEMbI 00Pa30BaTEIbHOIO
yupexkaeHHs OT BHEAPEHHS BUPYCOB H JPYTOro BPEJIOHOCHOTO NPOrpaMMHOr0 00eCreyeH s, CBA3AHHBIE C
BO3MOJKHOCTBIO BHE/IPEHHS BUPYCOB M APYrOro BPeAOHOCHOI0 NPOrpaMMHOro obecneyeHus.

Buj nHpOpMANHE, NOTEeHIHAILHO NOABEPHAKEHHOI yrpo3e — nporpaMMHoe obecneyeHue HH()OpPMALMOHHOH
CHCTEMBI JIOLIKOJIBHOr0 00pa3oBaTe/IbHOr0 YUpeXIeHHS.

Hapyumaemoe cBoiicTB0 0€30MaCHOCTH AKTHBOB — LIEIOCTHOCTE.

Bo3MOoKHBIE NOCAEACTBHS PeATH3ANNHE YIPO3bI — HAPYLICHHE PEXKUMOB (yHKUHOHHPOBAHHA MH(pOPMALIMOHHON
cHCTeMbl 00Pa30BATENLHOTO Y4PEXKIEHHS, MOoTeps (YTPaTa) U HCKaKEHHE HHpOPMALMH, CHHIKEHHE YPOBHA
3ALIMILEHHOCTH HH(OPMALMOHHON CHCTEMBI IOLIKOMIBHOrO 00pa30BaTe/IbHOro yupesxkaeHus. Bener k BO3MOKHOMY
MaTepuaibHOMY YyiepOy JOKOIbHOro 06pa3oBaTeNbHOIO YUPEKACHHUS.

4.1.7. OcylecTBIeHHEe HECAHKIMOHMPOBAHHBIX HHPOPMALIMOHHBIX BO3eHCTBHI (MOAM(HKALIHS
KOH(HIYPALHOHHBIX JaHHBIX IPOrPAMMHO-ANTIAPATHBIX CPEJICTB, MOAGOP ayTeHTHUKALMOHHON HHYOPMALIHMH U
T.11.) Ha HHHOPMALIMOHHYIO CHCTEMY JOLIKOJBHOr0 06pa3oBaTe/bHOrO yUpesKAeHH, OCYIECTBIIAEMBIX H3
BHELIHHX CHCTEM.

HCcTOUHHKH Yrpo3bl — BHELLHHE 3/10YMbILJICHHHKH, BHELUHHE CHCTEMBI.

Cnoco6 (MeTo) peain3aliua yrpo3bl — HECAHKLIMOHHPOBAHHbIE HHHOPMALMOHHbIE BO3NEHCTBHA C
MCIIO/Ib30BAHHEM CIIELIMATM3HPOBAHHOTO MPOrPaMMHO-aNMapaTHOro obecreyeHus.

Hcnoab3yeMble YA3BHMOCTH — HEIOCTATKH MEXAHW3MOB 3alUThl HH(OPMALMOHHOH CHCTEMBI JIOLIKOIBHOTO
06pa3oBaTeIbHONO YUPexKAEHHS OT HECAHKLIHOHUPOBAHHBIX BHELIHHX BO3EHCTBHH.

Buja undopmannu, N0TeHIHAIBHO MOABEPKEHHOI yrpo3e — IpOrpaMMHO-annapaTHoe obecne4yeHue
HH(OPMALIMOHHO#M CHCTEMBI JOIIKOIBHOIO 06pa30BaTe/IbHOTO Y4PEKACHHA.

Hapymaembie cBoHCTBA 6e30NaCHOCTH AKTHBOB — KOH)HIEHLHATBHOCTD, LIEIOCTHOCTS.



Bo3MOKHbIE NOC/IEACTBHS PeaTHIAMHHE YTPO3bI — HApyLIEHHe PEXHMOB (YHKLIMOHUPOBAHHA MHOPMALIHOHHOH
CHCTeMbI IOLIKOIBHOrO 06pa30BaTeNbHOTO yUpexk/IeHHs, CHIKEHHE YPOBHS 3alMIIEHHOCTH HHOPMATHOHHOH
CHCTEMBI JI0LIKOJIBHOrO 06pa30BaTeIbHOrO yupexaeHus. BeaeT k BO3MOXKHOMY MaTepHabHOMY yiuepoy.

4.2. TlonuTuka u uesan GesonacHoctn aas AMC
AUC no/mkHa 0GECTIeYHTS ClleI0BaHKe IPUBEICHHBIM HIDKe MpaBuiaM 6e30NacHOCTH:
1. JTo/wkHa ObITh 0GecrieyeHa PerucTpaLis H y4eT Noy4eHns (BKIo4as yKasaHHe Cpoka JeHCTBHA) COracus
3aKOHHOTO TPE/CTABHTe]Js BOCITUTAHHHKA Ha 00paGoTKy MPEIOCTABNCHHBIX MM B JIOLUKONIBHOE obpa3oBaTebHOE
yupexIeHHe NePCOHAIbHBIX JaHHBIX.
& JlomkHa GbiTh obGecrieyeHa BO3MOXKHOCTh HAJEXKHOIO XpPaHEHHA NEPCOHANBbHBIX AaHHBIX paGOTHHKOB H
BOCMHTAHHUKOB (B TeueHWe JEHCTBMA CpOKa TPYJOBOrO JOrOBOPAa M paspemleHHs (COr/ackd) Ha obpaboTky
MepCOHAbHBIX JaHHBIX COOTBETCTBEHHO).
3. JlomkHa GbiTh oGecrieyeHa BO3MOMKHOCTb (€30MacHOro BOCCTaHOBIEHHA AHC nocne c6oeB W OTKa3oB
MpOrpaMMHOro obecneyeHHsa H 060pyA0BAHHL.
4, Jlomkna 6bITh ObecrevyeHa 3alluTa HHPOPMALIMH, COCTABIIAIOLICH NMEPCOHAIbHBIC NaHHBIC pabOTHHKOB H
BOCIIMTAHHMKOB, NpH ee 00paboTke, XpaHEHHH U Nepe/iave CreHaTH3HPOBAHHBIMH CPEICTBAMH 3aLUHTBL.
8, JlomkHO GBITH **0GecrieyeHO HATHYHE HANJIEKAIIMX, 3ALIMIIEHHBIX OT HECAHKLMOHHPOBaHHOTO
HCTIONB3OBAHMA, MEXAHH3MOB PETHMCTpALMM W NpenynpeskaeHus aamunuctpatopa AHUC o moGeix coOBITHSX,
otHocsamxcs K 6ezonacHoctd AHUC.
6. Jloikso ObITe ObecreyeHO HalIMYHe HALIeKAMX W KOPPeKTHO (YHKIHOHMPYIOLIMX CPEeICTB
a/IMMHHCTPHPOBAHHA 6€30MacHOCTH MH(OPMALMOHHON CHCTEMBI JOLIKOJILHOTO 0Gpa3oBaTE/IbHOIO YUPEKACHHUA,
JOCTYIHBIX TOJIBKO YIIOJHOMOYEHHBIM 8IMHHHCTPATOPaM.

(A JlomkHbl GBITE PEIOCTABIEHB! MEXaHH3MBI aYTeHTH(HKALMH, 00ecreYHBAIOIIHE aIeKBATHYIO 3alMTy OT
MPAMOTO WM YMBILIEHHOTO HapylueHHs Ge30NMacHOCTH HApYIUHTEIAMH C HHU3KHM NMOTEHLUHATIOM HaraJeHHA.
8. Jo/KHBI GbITh QfecriedeHbl MEXaHM3Mbl I'€HEpALMH, HAUIeKAIIEro M 3alIMIICHHOrO pacrpeieleHHs,

VHHUTOXKEHHS KTOoueBoll MHpOPMALMH, a TAaKKe MEXaHW3Mbl LUH(QPOBaHWA, H (opMHpOBaHHA 3NEKTPOHHOH
undpopoii noanucu. JJaHHbIC MEXaHH3MbI IO/DKHBI (YHKUMOHHPOBATh B COOTBETCTBHH C cepTHHLMPOBAHHBIMH
aJIrTOPUTMAMH.

4.3. TlosmTiKa 1 nesin GesonacHocTH Ais cpeabl pynkuuonuposanus AUC
Cpena ¢pynkuuonuposanua AHMC nomkHa obecreuuTs clieJoBaHHe NMPUBEICHHBIM HIKE MpaBr/IaM 0e30MacHOCTH:
I Jlomkaa GbITh obecriedeHa MHKEHEPHO-TEXHHYECKas YKPEIUIEHHOCTb OOBEKTOB Pa3MEIICHHA CHCTEMBI
06paboTKM, XpaHeHHs U Tiepeiadi HHpOPMALIKH, COAEPIKALLEH CBEICHNA O NMEPCOHANTbHBIX TaHHbIX.
2 OGbeKTbI pa3MellieH s cHcTeMbl 06paGOTKH, XpaHeHHA H Nepeiadl HHpOpMaLKH, CoaepKalleH CBEICHHA O
MepCOHANBHBIX AAHHBIX, JO/KHEI GBITh 060PY10BaHBI CHCTEMO# OXPaHHOH CHIHATIM3ALIMH.
: | JlomkHa GBITH MCKJTIOYEHA BO3MOXKHOCTb HECAHKLMOHHPOBAHHOIO (M3MYECKOro AOCTYNa K NpOrpaMMHO-
annapaTHbIM dJEMEHTaM cUcTeMbl 0OpabOTKH, XpaHeHWA M mepefayd WHPOpMalMH, COepiKalleH CBEASHUA O
MepCOHaTBHBIX JAHHBIX, CO CTOPOHbI MOCTOPOHHHX JIHLL.
4. Ha ob6bekrax cHcTeMbl oOpaGOTKH, XpaHeHHs W Mepeladyd HHpOpMaLMM, COAepalledl CBEICHHA O
MepCOHANBHBIX JaHHBIX, JAODKHO ObITh oOOecredyeHO HalMyMe W HaIexallee HCroib30BaHHE  CPE/CTB
AHTMBMPYCHOH 3alllMThl, CepTMOMUMPOBAHHBIX TO TpeGoBanuam GesonacHOCTH. JIOMKHO ObiTh  0GecneyeHo
peryspHoe 0GHOB/IEHHE aHTHBHPYCHBIX 6a3.
3. O6bekThl CHCTEeMbl 0OpabOTKH, XpaHeHHs M Tepefaud MH(OpPMAUMH, COAepIKAlleH CBEICHHA O
[epPCOHANbHBIX JAHHBIX, JOJKHO ObITh MOAKIIOYEHb! K BHELIHHM BBIYHCIIHTE/IbHBIM CETAM o61Iero nojb30BaHus ¢
HCIIOb30BAHMEM HAIEKALIMX CPEACTB MEKCETEBOro SKpaHWpOBaHMsA, CepTHOHUMPOBAHHBIX MO TPeGOBAHHAM
6e30MacHOCTH.
6. Ha obbektax cHcTeMbl 0OpaGoOTKM, XpaHeHWs M mNepefiaud MHGOpPMAlUMM, COAEpXKalleH CBEICHHS O
MepPCOHAILHBIX JaHHBIX, AOKHO ObITh 00€CeYeHO OTCYTCTBHE HEIUTATHBIX MPOrPaMMHBIX CPEACTB, HE HMEIOLIHX
OTHOLLIEHHE K mpoLeccy GYHKUHOHHPOBAHHS JOUIKOIBHOrO 06pa3oBaTEIbHOTO yUPEHICHHS.

1 JlomkHel GbIT OBECNeYeHbl YCTAHOBKA, KOH(HIypHpOBaHHE W YNPABJICHHE MPOrpaMMHO-annapaTHbIMH
cpencreamu AUC B COOTBETCTBHH C PYKOBOACTBAMH H COIVIACHO OLIEHEHHBIM KOH(QHUIypaLHsM.

8. Iepconan, oreefcrsenHblii 3a anmunucTpupoBanue AMC, momkeH OpiTe OnaroHafeKHbIM H
KOMTIETEHTHBIM, ¥ PYKOBOJCTBOBATCS B CBOGH JeATeIbHOCTH COOTBETCTBYIOLIEH JOKYMEHTALHEH.

9. VnonHomouenHbie Ha pa6oty ¢ AUC omepaTopbl 10/DKHBI ObITE GnaroHaieKHBIMH, PYKOBOACTBOBATECA B

cBoeil paboTe oSKcruTyaTauMoHHOH mokymeHtauued Ha AMC, a ux coBMecTHbIe NeHCTBHS JOJDKHBI OBITH
HarpaBJIeHbl HCKITIOUHTETbHO Ha BBITIOJHEHHE CBOMX QYHKLHOHATBHBIX O0A3aHHOCTEH.
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